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The Microsoft Intelligent Security Association (MISA) is an ecosystem of independent 

software vendors and managed security service providers that have integrated their 

security solutions with Microsoft to better defend against a world of increasingly 

sophisticated, fast-moving threats. aka.ms/MISA

Microsoft Sentinel 

Modernize security operations and focus on 
what matters most with cloud-native SIEM, 
enriched by AI.

CyberArk Endpoint Privilege Manager integration allows Microsoft 

Sentinel to ingest privilege and identity-specific events from endpoints

Learn More

CyberArk Endpoint Privilege Manager (EPM) helps to remove the barriers to enforcing role-specific least privilege throughout 

organization’s infrastructure and allows to block and contain attacks at the endpoint, reducing the risk of information being stolen or 

encrypted and held for ransom. The integration allows a security administrator to pull Application Events and Policy Audit from EPM 

using the cloud APIs, into Microsoft Sentinel for analysis and as part of customers threat modeling procedures.

Microsoft Sentinel is a cloud-native security information and event management 

(SIEM) platform that uses built-in AI to analyze large volumes of data across an 

enterprise—fast. Microsoft Sentinel aggregates security data from all sources, 

including users, applications, servers, and devices running on-premise or in any 

cloud. By eliminating on-premises infrastructure, it lowers costs by 48% 

compared to legacy SIEMs, as found by the commissioned Forrester Consulting 

Total Economic Impact™ of Microsoft Sentinel study. What’s more, it reduces 

alert fatigue by 90% with machine-learning (ML) and analytics. With Microsoft 

Sentinel, your team can focus on what matters most: protecting your 

organization.

• Enhanced Endpoint Security: EPM and Microsoft Sentinel integration improves 

endpoint security by enforcing least privilege policies and enabling proactive threat 

detection.

• Streamlined Threat Analysis: EPM and Microsoft Sentinel integration simplifies 

threat analysis by centralizing application events and policy audit information, 

helping organizations identify vulnerabilities and respond swiftly to emerging 

threats.

• Comprehensive Security Insights: EPM and Microsoft Sentinel integration provides a 

holistic view of security, combining privilege management and advanced analytics 

to detect incidents and enhance security controls.

https://aka.ms/MISAproducts

Customer Benefits

Learn More

CyberArk Endpoint Privilege Manager

30-day free SaaS trial

www.cyberark.com

Free Trial
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